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WellMed Website Privacy Policy

Privacy

° HIPAA Notice of Privacy Practices.

° Website Privacy Policy.

° Social Security Number Protection Policy.

e HIPAA Notice of Privacy Practices: To read more about our privacy
practices regarding health and medical information under the Health Insurance Portability and
Accountability Act (“HIPAA”), visit our HIPAA Notice of Privacy Practices.

o Website Privacy Policy

Introduction

We recognize that the privacy of your personal information is important. The purpose of this
policy is to let you know how we handle the information collected through the use of this
website. Portions of this website may describe privacy practices applicable to specific types of
information or to information provided on specific web pages.

This policy does not apply to information collected through other means such as by telephone or
in person, although that information may be protected by other privacy policies. As used in this
policy, terms such as “we” or “our” and “Company” refer to Optum and its current and future
affiliated entities, including our parent company UnitedHealth Group.

This website is intended for a United States audience. Any information you provide, including
any personal information, will be transferred to and processed by a computer server located
within the United States.

Cookies and Tracking

The Company uses various technologies, which may include “cookie” technology, to gather
information from our website visitors such as pages visited and how often they are visited, and to
enable certain features on this website. “Cookies” are small text files that may be placed on your
computer when you visit a website or click on a URL. Cookies may include “single-session
cookies” which generally record information during only a single visit to a website and then are
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erased, and “persistent” cookies, which are generally stored on a computer unless or until they
are deleted or are set to expire.

You may disable cookies and similar items by adjusting your browser preferences at any time;
however, this may limit your ability to take advantage of all the features on this website. You
may also manage the use of “flash” technologies, with the Flash management tools available at
Adobe's website. Note that we do not currently respond to web browser “Do Not Track” signals
that provide a method to opt out of the collection of information about online activities over time
and across third-party websites or online services because, among other reasons, there is no
common definition of such signals and no industry-accepted standards for how such signals
should be interpreted.

We may also allow third party service providers to use cookies and other technologies to collect
information and to track browsing activity over time and across third party websites such as web
browsers used to read our websites, which websites are referring traffic or linking to our
websites, and to deliver targeted advertisements to you. We do not control these third party
technologies and their use is governed by the privacy policies of third parties using such
technologies. For more information about third party advertising networks and similar entities
that use these technologies, see http://www.aboutads.info/consumers, and to opt-out of such ad
networks’ and services’ advertising practices, go to www.aboutads.info/choices. Once you click
the link, you may choose to opt-out of such advertising from all participating advertising
companies or only advertising provided by specific advertising companies.

We may use analytics companies to gather information and aggregate data from our website
visitors such as which pages are visited and how often they are visited, and to enable certain
features on our websites. Information is captured using various technologies and may include
cookies. We may use and disclose your activity information unless restricted by this policy or by
law. Some examples of the ways we use your activity information include:

« Customizing your experience on the website including managing and recording your
preferences.

o Marketing, product development, and research purposes.

o Tracking resources and data accessed on the website.

o Developing reports regarding website usage, activity, and statistics.

o Assisting users experiencing website problems.

« Enabling certain functions and tools on this website.

o Tracking paths of visitors to this website and within this website.

Your Personal Information

This website may include web pages that give you the opportunity to provide us with personal
information about yourself. You do not have to provide us with personal information if you do
not want to; however, that may limit your ability to use certain functions of this website or to
request certain services or information.

We may use personal information for a number of purposes such as:
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e To respond to an email or particular request from you.

e To personalize the website for you.

e To process an application as requested by you.

e To administer surveys and promotions.

e To provide you with information that we believe may be useful to you, such as
information about health products or services provided by us or other businesses.

e To perform analytics and to improve our products, websites, and advertising.

o To comply with applicable laws, regulations, and legal process.

e To protect someone's health, safety, or welfare.

o To protect our rights, the rights of affiliates or related third parties, or take appropriate
legal action, such as to enforce our Terms of Use.

o To keep a record of our transactions and communications.

e As otherwise necessary or useful for us to conduct our business, so long as such use is
permitted by law.

We may use personal information to contact you through any contact information you provide
through this website, including any email address, telephone number, cell phone number, text
message number, or fax number. Please see the section below titled “Our Online
Communications Practices.”

We may also share personal information within the Company, and we may combine personal
information that you provide us through this website with other information we have received
from you, whether online or offline, or from other sources such as from our vendors. For
example, if you have purchased a product or service from us, we may combine personal
information you provide through this website with information regarding your receipt of the
product or service.

Sharing Personal Information

We will only share your personal information with third parties as outlined in this policy and as
otherwise permitted by law.

We may share personal information if all or part of the Company is sold, merged, dissolved,
acquired, or in a similar transaction.

We may share personal information in response to a court order, subpoena, search warrant, law
or regulation. We may cooperate with law enforcement authorities in investigating and
prosecuting activities that are illegal, violate our rules, or may be harmful to other visitors.

If you submit information or a posting to a chat room, bulletin board, or similar “chat” related
portion of this website, the information you submit along with your screen name will be visible
to all visitors, and such visitors may share with others. Therefore, please be thoughtful in what
you write and understand that this information may become public.

We may also share personal information with other third party companies that we collaborate
with or hire to perform services on our behalf. For example, we may hire a company to help us

3



‘i‘ .!’ “-?E’,I_,I,f\-'ll-‘.l_) _

send and manage email, and we might provide the company with your email address and certain
other information in order for them to send you an email message on our behalf. Similarly, we
may hire companies to host or operate some of our websites and related computers and software
applications.

This website may permit you to view your visitor profile and related personal information and to
request changes to such information. If this function is available, we will include a link on this
website with a heading such as “My Profile” or similar words. Clicking on the link will take you
to a page through which you may review your visitor profile and related personal information.

Website and Information Security

We maintain reasonable administrative, technical and physical safeguards designed to protect the
information that you provide on this website. However, no security system is impenetrable and
we cannot guarantee the security of our website, nor can we guarantee that the information you
supply will not be intercepted while being transmitted to us over the Internet, and we are not
liable for the illegal acts of third parties such as criminal hackers.

Our Online Communication Practices

We may send electronic newsletters, notification of account status, and other communications,
such as marketing communications, on a periodic basis to various individuals and organizations.
We may also send email communications regarding topics such as general health benefits,
website updates, health conditions, and general health topics. We offer you appropriate consent
mechanisms, such as opt-out, for marketing and certain other communications. As examples, you
may opt-out as provided for in a specific email communication or contact us as described below
in the section “Contact Us.” Please be aware that opt-outs may not apply to certain types of
communications, such as account status, website updates, or other communications.

Information for Children Under 13

We will not intentionally collect any personal information from children under the age of 13
through this website without receiving parental consent. If you think that we have collected
personal information from a child under the age of 13 through this website, please contact us.

Contact Us

To contact us regarding this policy and our related privacy practices, please email or write to us
at: privacy@optum.com or Optum Privacy Office, MN051, 13625 Technology Drive, Eden
Prairie, MN 55344. If you believe we or any company associated with us has misused any of
your information please contact us immediately and report such misuse.

Effective Date

The effective date of this policy is January 1, 2014.
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Changes to this Website Privacy Policy

We may change this policy. If we do so, such change will appear on this page of our website. We
will also provide appropriate notice and choices to you, on this website and in other appropriate
locations, based on the scope and extent of changes. You may always visit this policy to learn of
any updates.

Social Security Number Protection Policy

Protecting personal information is important to WellMed. It is our policy to protect the
confidentiality of Social Security numbers ("SSNs”) that we receive or collect in the course of
business. We secure the confidentiality of SSNs through various means, including physical,
technical, and administrative safeguards that are designed to protect against unauthorized access.
It is our policy to limit access to SSNs to that which is lawful, and to prohibit unlawful
disclosure of SSN.
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PROVIDER NOTICE OF PRIVACY PRACTICES

NOTICE FOR MEDICAL INFORMATION: Pages 1-5.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE
REVIEW IT CAREFULLY.
Effective September 23, 2013

We? are required by law to protect the privacy of your health information. We are also required to send you
this notice, which explains how we may use information about you and when we can give out or "disclose"
that information to others. You also have rights regarding your health information that are described in this
notice. We are required by law to abide by the terms of this notice.

The terms “information” or “health information” in this notice include any information we maintain that
reasonably can be used to identify you and that relates to your physical or mental health condition, the
provision of health care to you, or the payment for such health care. We will comply with the requirements
of applicable privacy laws related to notifying you in the event of a breach of your health information.

We have the right to change our privacy practices and the terms of this notice. If we make a material
change to our privacy practices, we will post a copy of the revised notice on our website
(www.wellmedmedicalgroup.com), and if we maintain a physical delivery site, at our office. The notice will
also be available upon request. We reserve the right to make any revised or changed notice effective for
information we already have and for information that we receive in the future.

How We Use or Disclose Information

We must use and disclose your health information to provide that information:

= To you or someone who has the legal right to act for you (your personal representative) in order to
administer your rights as described in this notice; and

= To the Secretary of the Department of Health and Human Services, if necessary, to make sure your
privacy is protected.

We have the right to use and disclose health information for your treatment, to bill for your health care and

to operate our business. For example, we may use or disclose your health information:

= For Payment. We may use or disclose health information to obtain payment for health care services.
For example, we may disclose your health information to your health plan in order to obtain payment for
the medical services we provide to you. We may ask you for advance payment.

= For Treatment. We may use or disclose health information to aid in your treatment or the coordination
of your care. For example, we may disclose information to your physicians or hospitals to help them
provide medical care to you.

= For Health Care Operations. We may use or disclose health information as necessary to operate and
manage our business activities related to providing and managing your health care. For example, we
might analyze data to determine how we can improve our services.

! This Medical Information Notice of Privacy Practices applies to the following providers that are affiliated with Optum,
Inc.: WellMed Medical Group, P.A and WellMed Networks, Inc.
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To Provide You Information on Health Related Programs or Products such as alternative medical
treatments and programs or about health-related products and services, subject to limits imposed by law.
For Reminders. We may use or disclose health information to send you reminders about your care, such

as appointment reminders with providers who provide medical care to you or reminders related to
medicines prescribed for you.

We may use or disclose your health information for the following purposes under limited circumstances:

As Required by Law. We may disclose information when required to do so by law.

To Persons Involved With Your Care. We may use or disclose your health information to a person
involved in your care or who helps pay for your care, such as a family member, when you are
incapacitated or in an emergency, or when you agree or fail to object when given the opportunity. If you
are unavailable or unable to object, we will use our best judgment to decide if the disclosure is in your
best interests. Special rules apply regarding when we may disclose health information to family
members and others involved in a deceased individual’s care. We may disclose health information to
any persons involved, prior to the death, in the care or payment for care of a deceased individual, unless
we are aware that doing so would be inconsistent with a preference previously expressed by the
deceased.

For Public Health Activities such as reporting or preventing disease outbreaks to a public health
authority. We may also disclose your information to the Food and Drug Administration (FDA) or
persons under the jurisdiction of the FDA for purposes related to safety or quality issues, adverse events
or to facilitate drug recalls.

For Reporting Victims of Abuse, Neglect or Domestic Violence to government authorities that are
authorized by law to receive such information, including a social service or protective service agency.
For Health Oversight Activities to a health oversight agency for activities authorized by law, such as
licensure, governmental audits and fraud and abuse investigations.

For Judicial or Administrative Proceedings such as in response to a court order, search warrant or
subpoena.

For Law Enforcement Purposes. We may disclose your health information to a law enforcement
official for purposes such as providing limited information to locate a missing person or report a crime.
To Avoid a Serious Threat to Health or Safety to you, another person, or the public, by, for example,
disclosing information to public health agencies or law enforcement authorities, or in the event of an
emergency or natural disaster.

For Specialized Government Functions such as military and veteran activities, national security and
intelligence activities, and the protective services for the President and others.

For Workers’ Compensation as authorized by, or to the extent necessary to comply with, state workers
compensation laws that govern job-related injuries or illness.

For Research Purposes such as research related to the evaluation of certain treatments or the prevention
of disease or disability, if the research study meets federal privacy law requirements.

To Provide Information Regarding Decedents. We may disclose information to a coroner or medical
examiner to identify a deceased person, determine a cause of death, or as authorized by law. We may
also disclose information to funeral directors as necessary to carry out their duties.

For Organ Procurement Purposes. We may use or disclose information to entities that handle
procurement, banking or transplantation of organs, eyes or tissue to facilitate donation and
transplantation.

Copyright 2013
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= To Correctional Institutions or Law Enforcement Officials if you are an inmate of a correctional
institution or under the custody of a law enforcement official, but only if necessary (1) for the institution
to provide you with health care; (2) to protect your health and safety or the health and safety of others; or
(3) for the safety and security of the correctional institution.
= To Business Associates that perform functions on our behalf or provide us with services if the
information is necessary for such functions or services. Our business associates are required, under
contract with us and pursuant to federal law, to protect the privacy of your information and are not
allowed to use or disclose any information other than as specified in our contract and permitted by law.
= Additional Restrictions on Use and Disclosure. Certain federal and state laws may require special
privacy protections that restrict the use and disclosure of certain health information, including highly
confidential information about you. “Highly confidential information” may include confidential
information under Federal laws governing alcohol and drug abuse information as well as state laws that
often protect the following types of information:
1. HIV/AIDS;
2. Mental health;
3. Genetic tests;
4. Alcohol and drug abuse;
5. Sexually transmitted diseases and reproductive health information; and
6. Child or adult abuse or neglect, including sexual assault.

If a use or disclosure of health information described above in this notice is prohibited or materially limited
by other laws that apply to us, it is our intent to meet the requirements of the more stringent law. Attached to
this notice is a “Federal and State Amendments” document.

Except for uses and disclosures described and limited as set forth in this notice, we will use and disclose your
health information only with a written authorization from you. This includes, except for limited
circumstances allowed by federal privacy law, not using or disclosing psychotherapy notes about you, selling
your health information to others, or using or disclosing your health information for certain promotional
communications that are prohibited marketing communications under federal law, without your written
authorization. Once you give us authorization to release your health information, we cannot guarantee that
the recipient to whom the information is provided will not disclose the information. You may take back or
"revoke" your written authorization at any time in writing, except if we have already acted based on your
authorization. To find out how to revoke an authorization, use the contact information below under the
section titled “Exercising Your Rights.”

What Are Your Rights
The following are your rights with respect to your health information:

» You have the right to ask to restrict uses or disclosures of your information for treatment, payment, or
health care operations. You also have the right to ask to restrict disclosures to family members or to
others who are involved in your health care or payment for your health care. Please note that while we
will try to honor your request and will permit requests consistent with our policies, we are not
required to agree to any restriction other than with respect to certain disclosures to health plans as
further described in this notice.
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You have the right to request that we not send health information to health plans in certain
circumstances if the health information concerns a health care item or service for which you or a person
on your behalf has paid us in full. We will agree to all requests meeting the above criteria and that are
submitted in a timely manner.
You have the right to ask to receive confidential communications of information in a different
manner or at a different place (for example, by sending information to a P.O. Box instead of your home
address). We will accommodate reasonable requests. In certain circumstances, we will accept your
verbal request to receive confidential communications, however, we may also require you confirm your
request in writing. In addition, any request to modify or cancel a previous confidential communication
request must be made in writing. Mail your request to the address listed below.
You have the right to see and obtain a copy of certain health information we maintain about you such
as medical records and billing records. If we maintain a copy of your health information electronically,
you will have the right to request that we send a copy of your health information in an electronic format
to you. You can also request that we provide a copy of your information to a third party that you
identify. In some cases you may receive a summary of this health information. You must make a written
request to inspect or obtain a copy your health information or have your information sent to a third party.
Mail your request to the address listed below. In certain limited circumstances, we may deny your
request to inspect and copy your health information. If we deny your request, you may have the right to
have the denial reviewed. We may charge a reasonable fee for any copies.
You have the right to ask to amend certain health information we maintain about you such as medical
records and billing records if you believe the information is wrong or incomplete. Your request must be
in writing and provide the reasons for the requested amendment. Mail your request to the address listed
below. If we deny your request, you may have a statement of your disagreement added to your health
information.
You have the right to receive an accounting of certain disclosures of your information made by us
during the six years prior to your request. This accounting will not include disclosures of information
made: (i) for treatment, payment, and health care operations purposes; (ii) to you or pursuant to your
authorization; and (iii) to correctional institutions or law enforcement officials; and (iv) other disclosures
for which federal law does not require us to provide an accounting.
You have the right to a paper copy of this notice. You may ask for a copy of this notice at any time.
Even if you have agreed to receive this notice electronically, you are still entitled to a paper copy of this
notice. You also may also obtain a copy of this notice on our website, www.wellmedmedicalgroup.com.

Exercising Your Rights

Contacting your Provider. If you have any questions about this notice or want information about
exercising any of your rights, please contact the WellMed Compliance Officer at (210) 617-4712.
Submitting a Written Request. Mail to us your written requests to exercise any of your rights,
including modifying or cancelling a confidential communication, requesting copies of your records, or
requesting amendments to your record, at the following address:

WellMed Compliance Office

8637 Fredericksburg Rd, Suite #360
San Antonio, TX 78240
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Filing a Complaint. If you believe your privacy rights have been violated, you may file a complaint with
us at the following address:

WellMed Compliance Office
8637 Fredericksburg Rd, Suite #360
San Antonio, TX 78240

You may also notify the Secretary of the U.S. Department of Health and Human Services of your
complaint. We will not take any action against you for filing a complaint.

Texas Health and Human Services U.S. Dept of Health and Human Services
Office of Civil Rights Office of Civil Rights

801 West Freeway, 6th Floor 200 Independence Avenue, S.W.

Grand Prairie, Texas, 75051 Room 509F HHH Bldg

Washington, D.C. 20201
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WELLMED
PROVIDER NOTICE OF PRIVACY PRACTICES:
FEDERAL AND STATE AMENDMENTS

Revised: September 23, 2013

The first part of this Notice, which provides our privacy practices for Medical Information (pages 1-5),
describes how we may use and disclose your health information under federal privacy rules. There are other
laws that may limit our rights to use and disclose your health information beyond what we are allowed to do
under the federal privacy rules. The purpose of the charts below is to:

1. show the categories of health information that are subject to these more restrictive laws; and
2. give you a general summary of when we can or cannot use and disclose your health
information without your consent.

If your written consent is required under the more restrictive laws, the consent must meet the particular rules
of the applicable federal or state law.

Summary of Federal Laws
Alcohol & Drug Abuse Information
We are allowed to use and disclose alcohol and drug abuse information that is protected by federal law only (1)
in certain limited circumstances, and/or disclose only (2) to specific recipients.

Summary of State Laws
General Health Information

We are allowed to disclose general health information only (1) CA, FL, IN, MN, MT, NE, NJ, PR, RI,
under certain limited circumstances, and /or (2) to specific TN, TX, WA

recipients.

You may be able to restrict certain electronic disclosures of health | NC, NV

information.

We are not allowed to use or disclose health information for CA, FL,IA, MT,NH, TN

certain purposes.
We will not use and/or disclosure information regarding certain AL, CA, MO, MT, NV, NJ, SD, TX
public assistance programs except for certain purposes
We are allowed to disclose certain immunization records only (1) | FL, IL NE, NV, SC
under certain limited circumstances, and/or disclose only (2) to
specific recipients

We must restrict access to records of minors subject to a court IL
protective order

We must comply with additional restrictions prior to using or KS, VI
disclosing your health information for certain purposes

We are allowed to disclose your health information only for WA

limited research purposes
Prescriptions

We are allowed to disclose certain prescription-related information | AL, CO, CT, FL, ID, IN, KY, Ml, NE,
only (1) under certain limited circumstances, and /or (2) to specific | NV, NH, NY, OH, RI, SC, TN, UT, VA,
recipients. WY
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Your Healthcare

Summary of State Laws

WEI .LMED

We must limit the amount of certain of your health information
that we can include on a prescription or other medical certification
document

ME

Communicable Diseases

We are allowed to disclose communicable disease information
only (1) under certain limited circumstances, and /or (2) to specific
recipients.

AZ, IA, IN, KS, MI, MT, NE, NV, OK

Sexually Transmitted Diseases and Reproductive Health

We are allowed to disclose sexually transmitted disease and/or
reproductive health information only (1) under certain limited
circumstances and/or (2) to specific recipients.

AZ, CA, FLIL, IN, IA, KS, MA, M,
MT, NV, NJ, NM, OK, WA, WV, WY

We are not allowed to identify certain abortion patients in legal OK
proceedings

Alcohol and Drug Abuse

We are not allowed to disclose alcohol and drug abuse information | WV

without your written consent.

We are allowed to use and disclose alcohol and drug abuse
information (1) under certain limited circumstances, and/or
disclose only (2) to specific recipients.

AR, CA, CT, FL, GA, IL, IN, 1A, LA,
MD, MA, MI, MN, MS, NV, NC, OH,
OK, PA, TN, VA, WA, WI

Genetic Information

We are not allowed to disclose genetic information without your
written consent.

IL, KS, NH, NY

We are allowed to disclose genetic information only (1) under
certain limited circumstances and/or (2) to specific recipients.

AK, AZ, FL, LA, MA, MO, NH, NV, NJ,
NM, OR, RI, TX, VT, WA, WY

Restrictions apply to (1) the use, and/or (2) the retention of genetic
information.

AK, NM, WY

HIV / AIDS

We are allowed to disclose HIVV/AIDS-related information only
(1) under certain limited circumstances and/or (2) to specific
recipients.

AZ, CA, CO, CT, DE, FL,GA, IA, IL, IN,
KS, KY, ME, MD, MA, MI, MO, MT,
NE, NV, NH, NM, NY, NC, OH, OK,
OR, PA, PR, RI, TX, WA, WV, WI, WY

Certain restrictions apply to oral disclosures of HIVV/AIDS-related
information.

CT, FL

Mental Health

We are not allowed to disclose mental health information without
your written consent.

PR, UT

We are allowed to disclose mental health information only (1)
under certain limited circumstances and/or (2) to specific
recipients.

AK, AZ, CA, CT, DC,IA, IL, IN, ME,
MD, MI, MS, NV, NH, NJ, NM, NC, OK,
PA, SC, SD, TN, TX, UT, WA, WI

Certain restrictions apply to oral disclosures of mental health
information.

CT

Child or Adult Abuse

We are allowed to use and disclose child and/or adult abuse
information only (1) under certain limited circumstances, and/or
disclose only (2) to specific recipients.

AR, IL, MD
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Your Healthcare

PROVIDER NOTICE OF PRIVACY PRACTICES

NOTICE FOR MEDICAL INFORMATION: Pages 1-5.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE
REVIEW IT CAREFULLY.
Effective September 23, 2013

We? are required by law to protect the privacy of your health information. We are also required to send you
this notice, which explains how we may use information about you and when we can give out or "disclose"
that information to others. You also have rights regarding your health information that are described in this
notice. We are required by law to abide by the terms of this notice.

The terms “information” or “health information” in this notice include any information we maintain that
reasonably can be used to identify you and that relates to your physical or mental health condition, the
provision of health care to you, or the payment for such health care. We will comply with the requirements
of applicable privacy laws related to notifying you in the event of a breach of your health information.

We have the right to change our privacy practices and the terms of this notice. If we make a material
change to our privacy practices, we will post a copy of the revised notice on our website
(www.wellmedmedicalgroup.com), and if we maintain a physical delivery site, at our office. The notice will
also be available upon request. We reserve the right to make any revised or changed notice effective for
information we already have and for information that we receive in the future.

How We Use or Disclose Information

We must use and disclose your health information to provide that information:

= To you or someone who has the legal right to act for you (your personal representative) in order to
administer your rights as described in this notice; and

= To the Secretary of the Department of Health and Human Services, if necessary, to make sure your
privacy is protected.

We have the right to use and disclose health information for your treatment, to bill for your health care and

to operate our business. For example, we may use or disclose your health information:

= For Payment. We may use or disclose health information to obtain payment for health care services.
For example, we may disclose your health information to your health plan in order to obtain payment for
the medical services we provide to you. We may ask you for advance payment.

= For Treatment. We may use or disclose health information to aid in your treatment or the coordination
of your care. For example, we may disclose information to your physicians or hospitals to help them
provide medical care to you.

! This Medical Information Notice of Privacy Practices applies to the following providers that are affiliated with Optum,
Inc.: WellMed Medical Group, P.A and WellMed Networks, Inc.
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For Health Care Operations. We may use or disclose health information as necessary to operate and
manage our business activities related to providing and managing your health care. For example, we
might analyze data to determine how we can improve our services.

To Provide You Information on Health Related Programs or Products such as alternative medical
treatments and programs or about health-related products and services, subject to limits imposed by law.
For Reminders. We may use or disclose health information to send you reminders about your care, such
as appointment reminders with providers who provide medical care to you or reminders related to
medicines prescribed for you.

We may use or disclose your health information for the following purposes under limited circumstances:

As Required by Law. We may disclose information when required to do so by law.

To Persons Involved With Your Care. We may use or disclose your health information to a person
involved in your care or who helps pay for your care, such as a family member, when you are
incapacitated or in an emergency, or when you agree or fail to object when given the opportunity. If you
are unavailable or unable to object, we will use our best judgment to decide if the disclosure is in your
best interests. Special rules apply regarding when we may disclose health information to family
members and others involved in a deceased individual’s care. We may disclose health information to
any persons involved, prior to the death, in the care or payment for care of a deceased individual, unless
we are aware that doing so would be inconsistent with a preference previously expressed by the
deceased.

For Public Health Activities such as reporting or preventing disease outbreaks to a public health
authority. We may also disclose your information to the Food and Drug Administration (FDA) or
persons under the jurisdiction of the FDA for purposes related to safety or quality issues, adverse events
or to facilitate drug recalls.

For Reporting Victims of Abuse, Neglect or Domestic Violence to government authorities that are
authorized by law to receive such information, including a social service or protective service agency.
For Health Oversight Activities to a health oversight agency for activities authorized by law, such as
licensure, governmental audits and fraud and abuse investigations.

For Judicial or Administrative Proceedings such as in response to a court order, search warrant or
subpoena.

For Law Enforcement Purposes. We may disclose your health information to a law enforcement
official for purposes such as providing limited information to locate a missing person or report a crime.
To Avoid a Serious Threat to Health or Safety to you, another person, or the public, by, for example,
disclosing information to public health agencies or law enforcement authorities, or in the event of an
emergency or natural disaster.

For Specialized Government Functions such as military and veteran activities, national security and
intelligence activities, and the protective services for the President and others.

For Workers’ Compensation as authorized by, or to the extent necessary to comply with, state workers
compensation laws that govern job-related injuries or illness.

For Research Purposes such as research related to the evaluation of certain treatments or the prevention
of disease or disability, if the research study meets federal privacy law requirements.

To Provide Information Regarding Decedents. We may disclose information to a coroner or medical
examiner to identify a deceased person, determine a cause of death, or as authorized by law. We may
also disclose information to funeral directors as necessary to carry out their duties.
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= For Organ Procurement Purposes. We may use or disclose information to entities that handle
procurement, banking or transplantation of organs, eyes or tissue to facilitate donation and
transplantation.
= To Correctional Institutions or Law Enforcement Officials if you are an inmate of a correctional
institution or under the custody of a law enforcement official, but only if necessary (1) for the institution
to provide you with health care; (2) to protect your health and safety or the health and safety of others; or
(3) for the safety and security of the correctional institution.
= To Business Associates that perform functions on our behalf or provide us with services if the
information is necessary for such functions or services. Our business associates are required, under
contract with us and pursuant to federal law, to protect the privacy of your information and are not
allowed to use or disclose any information other than as specified in our contract and permitted by law.
= Additional Restrictions on Use and Disclosure. Certain federal and state laws may require special
privacy protections that restrict the use and disclosure of certain health information, including highly
confidential information about you. “Highly confidential information” may include confidential
information under Federal laws governing alcohol and drug abuse information as well as state laws that
often protect the following types of information:
1. HIV/AIDS;
2. Mental health;
3. Genetic tests;
4. Alcohol and drug abuse;
5. Sexually transmitted diseases and reproductive health information; and
6. Child or adult abuse or neglect, including sexual assault.

If a use or disclosure of health information described above in this notice is prohibited or materially limited
by other laws that apply to us, it is our intent to meet the requirements of the more stringent law. Attached to
this notice is a “Federal and State Amendments” document.

Except for uses and disclosures described and limited as set forth in this notice, we will use and disclose your
health information only with a written authorization from you. This includes, except for limited
circumstances allowed by federal privacy law, not using or disclosing psychotherapy notes about you, selling
your health information to others, or using or disclosing your health information for certain promotional
communications that are prohibited marketing communications under federal law, without your written
authorization. Once you give us authorization to release your health information, we cannot guarantee that
the recipient to whom the information is provided will not disclose the information. You may take back or
"revoke" your written authorization at any time in writing, except if we have already acted based on your
authorization. To find out how to revoke an authorization, use the contact information below under the
section titled “Exercising Your Rights.”

What Are Your Rights
The following are your rights with respect to your health information:

» You have the right to ask to restrict uses or disclosures of your information for treatment, payment, or
health care operations. You also have the right to ask to restrict disclosures to family members or to
others who are involved in your health care or payment for your health care. Please note that while we
will try to honor your request and will permit requests consistent with our policies, we are not
required to agree to any restriction other than with respect to certain disclosures to health plans as
further described in this notice.
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You have the right to request that we not send health information to health plans in certain
circumstances if the health information concerns a health care item or service for which you or a person
on your behalf has paid us in full. We will agree to all requests meeting the above criteria and that are
submitted in a timely manner.
You have the right to ask to receive confidential communications of information in a different
manner or at a different place (for example, by sending information to a P.O. Box instead of your home
address). We will accommodate reasonable requests. In certain circumstances, we will accept your
verbal request to receive confidential communications, however, we may also require you confirm your
request in writing. In addition, any request to modify or cancel a previous confidential communication
request must be made in writing. Mail your request to the address listed below.
You have the right to see and obtain a copy of certain health information we maintain about you such
as medical records and billing records. If we maintain a copy of your health information electronically,
you will have the right to request that we send a copy of your health information in an electronic format
to you. You can also request that we provide a copy of your information to a third party that you
identify. In some cases you may receive a summary of this health information. You must make a written
request to inspect or obtain a copy your health information or have your information sent to a third party.
Mail your request to the address listed below. In certain limited circumstances, we may deny your
request to inspect and copy your health information. If we deny your request, you may have the right to
have the denial reviewed. We may charge a reasonable fee for any copies.
You have the right to ask to amend certain health information we maintain about you such as medical
records and billing records if you believe the information is wrong or incomplete. Your request must be
in writing and provide the reasons for the requested amendment. Mail your request to the address listed
below. If we deny your request, you may have a statement of your disagreement added to your health
information.
You have the right to receive an accounting of certain disclosures of your information made by us
during the six years prior to your request. This accounting will not include disclosures of information
made: (i) for treatment, payment, and health care operations purposes; (ii) to you or pursuant to your
authorization; and (iii) to correctional institutions or law enforcement officials; and (iv) other disclosures
for which federal law does not require us to provide an accounting.
You have the right to a paper copy of this notice. You may ask for a copy of this notice at any time.
Even if you have agreed to receive this notice electronically, you are still entitled to a paper copy of this
notice. You also may also obtain a copy of this notice on our website, www.wellmedmedicalgroup.com.

Exercising Your Rights

Contacting your Provider. If you have any questions about this notice or want information about
exercising any of your rights, please contact the WellMed Compliance Officer at (210) 617-4712.
Submitting a Written Request. Mail to us your written requests to exercise any of your rights,
including modifying or cancelling a confidential communication, requesting copies of your records, or
requesting amendments to your record, at the following address:

WellMed Compliance Office

8637 Fredericksburg Rd, Suite #360
San Antonio, TX 78240
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Filing a Complaint. If you believe your privacy rights have been violated, you may file a complaint with
us at the following address:

WellMed Compliance Office
8637 Fredericksburg Rd, Suite #360
San Antonio, TX 78240

You may also notify the Secretary of the U.S. Department of Health and Human Services of your
complaint. We will not take any action against you for filing a complaint.

HIPAA Privacy & Security Compliance Office U.S. Dept of Health and Human Services
Agency for Health Care Administration Office of Civil Rights

2727 Mahan Dr, Mail Stop #5 200 Independence Avenue, S.W.
Tallahassee, FL 32308-5403 Room 509F HHH Bldg

(850) 488-3849 Fax: (850) 414-6837 Washington, D.C. 20201

hipaaco@ahca.myflorida.com
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WELLMED
PROVIDER NOTICE OF PRIVACY PRACTICES:
FEDERAL AND STATE AMENDMENTS

Revised: September 23, 2013

The first part of this Notice, which provides our privacy practices for Medical Information (pages 1-5),
describes how we may use and disclose your health information under federal privacy rules. There are other
laws that may limit our rights to use and disclose your health information beyond what we are allowed to do
under the federal privacy rules. The purpose of the charts below is to:

1. show the categories of health information that are subject to these more restrictive laws; and
2. give you a general summary of when we can or cannot use and disclose your health
information without your consent.

If your written consent is required under the more restrictive laws, the consent must meet the particular rules
of the applicable federal or state law.

Summary of Federal Laws
Alcohol & Drug Abuse Information
We are allowed to use and disclose alcohol and drug abuse information that is protected by federal law only (1)
in certain limited circumstances, and/or disclose only (2) to specific recipients.

Summary of State Laws
General Health Information

We are allowed to disclose general health information only (1) CA, FL, IN, MN, MT, NE, NJ, PR, RI,
under certain limited circumstances, and /or (2) to specific TN, TX, WA

recipients.

You may be able to restrict certain electronic disclosures of health | NC, NV

information.

We are not allowed to use or disclose health information for CA, FL,IA, MT,NH, TN

certain purposes.
We will not use and/or disclosure information regarding certain AL, CA, MO, MT, NV, NJ, SD, TX
public assistance programs except for certain purposes
We are allowed to disclose certain immunization records only (1) | FL, IL NE, NV, SC
under certain limited circumstances, and/or disclose only (2) to
specific recipients

We must restrict access to records of minors subject to a court IL
protective order

We must comply with additional restrictions prior to using or KS, VI
disclosing your health information for certain purposes

We are allowed to disclose your health information only for WA

limited research purposes
Prescriptions

We are allowed to disclose certain prescription-related information | AL, CO, CT, FL, ID, IN, KY, Ml, NE,
only (1) under certain limited circumstances, and /or (2) to specific | NV, NH, NY, OH, RI, SC, TN, UT, VA,
recipients. WY
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Summary of State Laws
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We must limit the amount of certain of your health information
that we can include on a prescription or other medical certification
document

ME

Communicable Diseases

We are allowed to disclose communicable disease information
only (1) under certain limited circumstances, and /or (2) to specific
recipients.

AZ, IA, IN, KS, MI, MT, NE, NV, OK

Sexually Transmitted Diseases and Reproductive Health

We are allowed to disclose sexually transmitted disease and/or
reproductive health information only (1) under certain limited
circumstances and/or (2) to specific recipients.

AZ, CA, FLIL, IN, IA, KS, MA, M,
MT, NV, NJ, NM, OK, WA, WV, WY

We are not allowed to identify certain abortion patients in legal OK
proceedings

Alcohol and Drug Abuse

We are not allowed to disclose alcohol and drug abuse information | WV

without your written consent.

We are allowed to use and disclose alcohol and drug abuse
information (1) under certain limited circumstances, and/or
disclose only (2) to specific recipients.

AR, CA, CT, FL, GA, IL, IN, 1A, LA,
MD, MA, MI, MN, MS, NV, NC, OH,
OK, PA, TN, VA, WA, WI

Genetic Information

We are not allowed to disclose genetic information without your
written consent.

IL, KS, NH, NY

We are allowed to disclose genetic information only (1) under
certain limited circumstances and/or (2) to specific recipients.

AK, AZ, FL, LA, MA, MO, NH, NV, NJ,
NM, OR, RI, TX, VT, WA, WY

Restrictions apply to (1) the use, and/or (2) the retention of genetic
information.

AK, NM, WY

HIV / AIDS

We are allowed to disclose HIVV/AIDS-related information only
(1) under certain limited circumstances and/or (2) to specific
recipients.

AZ, CA, CO, CT, DE, FL,GA, IA, IL, IN,
KS, KY, ME, MD, MA, MI, MO, MT,
NE, NV, NH, NM, NY, NC, OH, OK,
OR, PA, PR, RI, TX, WA, WV, WI, WY

Certain restrictions apply to oral disclosures of HIVV/AIDS-related
information.

CT, FL

Mental Health

We are not allowed to disclose mental health information without
your written consent.

PR, UT

We are allowed to disclose mental health information only (1)
under certain limited circumstances and/or (2) to specific
recipients.

AK, AZ, CA, CT, DC,IA, IL, IN, ME,
MD, MI, MS, NV, NH, NJ, NM, NC, OK,
PA, SC, SD, TN, TX, UT, WA, WI

Certain restrictions apply to oral disclosures of mental health
information.

CT

Child or Adult Abuse

We are allowed to use and disclose child and/or adult abuse
information only (1) under certain limited circumstances, and/or
disclose only (2) to specific recipients.

AR, IL, MD
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Targeted Advertising and Analytics Tracking

We use third party service providers and advertising companies to use cookies and other technology to collect
information and to track browsing activity over time and across third party websites such as web browsers
used to read our websites, which websites are referring traffic or linking to our websites, and to deliver
targeted advertisements to you. We do not control these third party technologies and their use is governed by
the privacy policies of third parties using such technologies. For more information about third party advertising
networks and similar entities that use these technologies, see http://www.aboutads.info/consumers, and to opt-
out of such ad networks” and services” advertising practices, go to www.aboutads.info/choices. Once you click
the link, you may choose to opt-out of such advertising from all participating advertising companies or only
advertising provided by specific advertising companies.

We use Adobe to gather analytics information from our website visitors such as which pages are visited and
how often they are visited, and to enable certain features on this website. Information is captured using various
technologies and may include cookies. You may opt-out of this data aggregation and analysis about your visit
to this site by Adobe by clicking on this link
http://www.d1.sc.omtrdc.net/optout.html?omniture=1&popup=1&Ilocale=en_US&second=1&second has_coo
kie=0



http://www.aboutads.info/consumers
http://www.aboutads.info/choices
http://www.d1.sc.omtrdc.net/optout.html?omniture=1&popup=1&locale=en_US&second=1&second_has_cookie=0
http://www.d1.sc.omtrdc.net/optout.html?omniture=1&popup=1&locale=en_US&second=1&second_has_cookie=0
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